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Harsh Vardhan lauds DRDO’s contribution  
towards self reliance in defence technologies 

 
https://aninews.in/news/national/general-news/harsh-vardhan-lauds-drdos-contribution-towards-self-
reliance-in-defence-technologies20191105130707/ 
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matter was immediately investigated by DAE specialists.” It added: “This (network) is isolated from 
the critical internal network. The networks are being continuously monitored. Investigation also 
confirms that the plant systems are not affected.” 

But there has been no word from ISRO so far. 
The Indian Express sent ISRO a questionnaire Thursday. Despite several calls and messages, ISRO 

is yet to respond. 
Sources, however, confirmed to The Indian Express that with the proposed lunar landing 

of Chandrayaan 2 due in about 100 hours — it subsequently failed — and the safety of a nuclear power 
plant at stake, a multi-agency team swung into action soon after the threat was received. 

Most high-security setups operate on two “air-gapped (separate) networks”: a standalone control 
system that runs the core function — reactors in case of a nuclear power plant — and an online 
network responsible for the rest of the functions. The Dtrack malware, it is learnt, targeted the domain 
controller of the online network, exposing its credentials such as passwords. 

On September 23, researchers at Russia-based cybersecurity company Kaspersky Labs reported that 
the last activity of a Dtrack malware that targeted “banks and research centres in India” was “detected 
in the beginning of September 2019”. 

They attributed the malware to Lazarus, “an umbrella name that typically describes hacking activity 
which advances Pyongyang’s interests”. After the breach at Kudankulam became public last week, 
Seoul-based non-profit IssueMakersLab, an expert group of malware analysts, has claimed that they 
identified the malware as the same one that was used to infiltrate the South Korean military’s internal 
network in 2016. 

“North Korea has been interested in the thorium based nuclear power, which to replace the uranium 
nuclear power (sic). India is a leader in thorium nuclear power technology,” it claimed on November 
1. 

Two days later, IssueMakersLab tweeted an image “of the history of malware used by the North 
Korean hacker group B that hacked the Kudankulam” plant. It showed a 16-digit password used to 
“compress a list of files on an infected PC” as well as a MBR (master boot record) Wiper version of 
the malware. 

MBR Wipers are destructive malware often intended for cyber warfare. These can spread from an 
infected source to the entire network, erase files after extracting and uploading those to the attacker, 
and then overwrite the master boot record making the network unusable. 

EXPLAINED 
How malware hits the system 
The malware targeting Kudankulam and ISRO in early September was identified as Dtrack. 

Designed to steal data, a Dtrack can give the “threat actor” complete control over all infected devices. 
In this case, it targeted domain controllers — the server computer that responds to security 
authentication requests. 
https://indianexpress.com/article/india/not-only-kudankulam-isro-too-was-alerted-of-cyber-security-
breach-6105184/ 
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The S-400 squadrons will come equipped with missiles with an interception range of 120, 200, 250 
and 380-km as well as battle-management systems of command posts and launchers, long-range 
acquisition and engagement radars, and all-terrain transporter-erector-launcher vehicles.   

With it being possible to load as many as 128 missiles per battery, the highly-automated and mobile 
S-400 systems will be deployed on the borders with Pakistan and China to shoot down aerial threats 
before they come close to Indian airspace during hostilities. The air defence system can even intercept 
intermediate range ballistic missiles with a velocity of 4,800 metres per second. 
https://timesofindia.indiatimes.com/india/speed-up-delivery-of-s-400-missiles-india-to-tell-
russia/articleshow/71930637.cms 
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Make in India tops Rajnath agenda in Russia, 
Moscow to pitch for P75I submarine deal 
Russia also wants to pitch for a more detailed upgrade of its frontline fighter  

aircraft Su30 MKI than what is being planned by the Indian Air Force 
By Snehesh Alex Philip 

New Delhi: Defence Minister Rajnath Singh has a packed agenda in Russia as he began a three-day 
visit Tuesday. Singh is set to focus on ‘Make in India’ as Moscow pitches for a government-to-
government deal for Project 75 India (P75I) to build six new conventional submarines and a more 
detailed upgrade of Russia’s frontline fighter aircraft Su30 MKI than what is being planned by IAF. 

Accompanied by several Indian businesspersons, Singh will co-chair the 19th India-Russia Inter-
Governmental Commission on Military and Military Technical Cooperation (IRIGC-M&MTC) in 
Moscow. 

India and Russia will also focus on firming up the Agreement on Reciprocal Logistics Support 
(ARLS), allowing both nations to access each other’s military bases and facilities for logistics support, 
including fuel and supplies. 

The defence minister will further review the progress of two mega deals that were signed between 
India and Russia — construction of two frigates for the Indian Navy and supply of S400 Triumf air 
defence systems, sources said. 

Russian is expected to push for a contract to manufacture the much-awaited Kamov 226T light 
helicopters in India too. While technical details of the chopper project have been worked out, the 
contract of a HAL-Kamov combine is yet to be awarded. 

Singh will hold detailed discussions with his Russian counterpart, Sergei Shoigu, on areas of 
military-to-military and defence industrial cooperation. He will also inaugurate the India-Russia 
Defence Industry Cooperation Conference along with Denis Manturov, the Russian minister of 
industry and trade. 

Russia eyes Su30 upgrade, P75I  
Russia has been eyeing the Indian Navy’s mega P75I initiative, worth around Rs 80,000 crore, and 

will pitch for a joint design and production plan via a government-to-government agreement. 
Highly placed sources have told ThePrint that Russia will raise the matter during discussion with 

Singh. Moscow’s proposal tells how “India needs better submarines than the French-made Scorpene” 
— which the Indian Navy is in the process of inducting. 
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practices and experiences between the Armed Forces of the two countries which will lead to greater 
operational effectiveness. 

Displaying India’s increasing strategic reach an Indian Air Force (IAF) C-130 aircraft airlifted 
Indian Army troops from Jamnagar to Tashkent. 

The next edition of Ex- Dustlik will be conducted in India in 2020. 
Before departing for Russia for the India-Russia Intergovernmental Commission on Military-

Technical Cooperation (IRIGC-MTC) in Moscow from Nov 5-7, Singh who is in Uzbekistan called 
for isolating nations adopting terrorism as state policy. 

Identifying `Military-Technical Cooperation’ as an area of huge potential, Singh offered to help in 
the modernisation and capacity building of the forces of that country. New Delhi has already offered to 
develop a state-of-the-art IT complex in Armed Forces Academy of Uzbekistan for the benefit of their 
soldiers. At the end of his talks with his counterpart, both sides have inked an MoU for military 
medicine to Uzbekistan. 

With growing Chinese presence in the region, relations with Uzbekistan is important for India’s 
security, connectivity and counter-terrorism efforts. Last year the two countries had announced that 
they will work together for a peaceful and prosperous Afghanistan which is beneficial for the region. 

Uzbekistan which has a strong military in the region and is a key player in the region will be of 
great importance for India from a security point of view. 

Though the CIS nations huge reserves of gas, uranium and gold, its relations with its neighbouring 
countries namely Tajikistan and Kyrgyzstan are rough due to water issues. 
http://www.defencenews.in/article/India%e2%80%99s-first-ever-military-drill-with-Uzbek-Army-the-
strongest-in-the-region-757809 
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Pakistan Navy successfully test  
fires land based anti ship missile 

Pakistan Navy on Tuesday test fired land based anti-ship missile ‘Zarb’ as part of a training 
exercise from the coastal region. 

The missile successfully followed its preplanned trajectory and accurately engaged the target at sea. 
Chief of the Naval Staff, Admiral Zafar Mahmood Abbasi witnessed the exercise as Chief Guest. 

While speaking at the occasion, Admiral expressed his utmost satisfaction on the operational readiness 
of Pakistan Navy. 

The Admiral further said that Pakistan’s pursuit for peace and stability has to be taken in the 
context of our quest for maintaining a peaceful coexistence in the region and not to be construed as our 
weakness. Pakistan Navy, being a professionally competent and potent force, is fully capable of 
thwarting any aggression with an iron fist. 

He further said that operationalization of Zarb Weapon System is depictive of Pakistan’s strong 
resolve and high level of preparedness. He reaffirmed the resolve that Pakistan Navy’s personnel 
remain vigilant and combat-ready to guard the sea frontiers and maritime interests of our motherland. 

Chief of the Naval Staff also underscored the importance of Pakistan Navy’s own initiatives of 
Regional Maritime Security Patrols (RMSP) in Gulf of Aden/North Arabian Sea, Pakistan Navy’s 
participation in multinational Combined Maritime Force (CMF) and recent joining of Trans Regional 



14 
 

Maritime Network with participants from 32 navies which will greatly contribute in improving 
maritime security. 

Chief of the Naval Staff lauded the efforts, dedication and professional conduct displayed by all 
participants especially the crew of missile unit, scientists and engineers for making the event a 
complete success. 
http://www.defencenews.in/article/Pakistan-Navy-successfully-test-fires-land-based-Anti-Ship-Missile-
757811 

 

 
Wed, 06 Nov 2019 

Chinese military equipment lack quality, say experts 
China is making significant headway in terms of international arms sales, with the country having 

surged into fifth place globally and now trailing only the USA, Russia, France and Germany 
respectively. However, there are numerous signs that the quality of Chinese military products is 
lacking, with even US government officials weighing in on the topic. 

Indeed, R. Clarke Cooper, Assistant Secretary of State for Political-Military Affairs at the US State 
Department, lambasted Russian and Chinese arms sales in a speech before defence attaches and 
ambassadors in Washington DC on 31 October 2019. 

China came in for the sternest rebuke, with Cooper asserting: "...Through a combination of cut-
price systems such as unmanned aerial systems, predatory financing mechanisms and sometimes 
outright bribery, China is using arms transfers as a means of getting its foot in the door - a door that, 
once opened, China quickly exploits both to exert influence and to gather intelligence." 

Cooper continued, warning, "To quote another Latin phrase - caveat emptor! - Buyer, beware. We 
have seen countries around the world leap at the chance to obtain high-tech, low-cost defensive 
capabilities, only to see their significant investments crumble and rust in their hands." 

One of the most prominent examples in recent times comes from Jordan, which purchased six CH-
4B unmanned combat aerial vehicles (UCAV) produced by the China Aerospace Science and 
Technology Corporation (CASC) in 2016. However, within just three years, the kingdom had put them 
up for disposal, with their sale advertised in June. 

Shephard Media reported Royal Jordanian Air Force sources telling the UK-based defence 
publisher back in November 2018 that "it was not happy with the aircraft's performance and was 
looking to retire them". They were flown by the air force's No. 9 Squadron. 

The CH-4B, which has an 18.5-meter wingspan and can carry 345kg of weapons on four 
hardpoints, resembles the MQ-1 Predator produced by General Atomics Aeronautical Systems Inc 
(GA-ASI). 

Other known users of the CH-4 UCAV are Algeria, Egypt, Saudi Arabia, the UAE and Iraq. 
Interestingly, the Iraqi Air Force is down to just one operational CH-4 out of an original fleet of ten. 
This problem was revealed in a report by the US Inspector-General in August, which blamed 
maintenance issues for the literal decimation of the fleet that was being used to fight ISIS. 
China has exported more than 30 CH-4s to date since its introduction to the market in 2014. Each 
aircraft is estimated to cost USD4 million, which is a fraction of what an American drone would cost. 
A Chinese research paper stated that the CH-4 worldwide had accumulated 10,000 flight hours and 
more than 1,000 sorties. It also claimed more than 400 missiles had been fired in combat with an 
accuracy level of 96%. Of course, this naturally raises questions as to how China knows so much 
about how foreign customers are using their aircraft. 
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However, one cannot point the finger solely at Chinese systems. The same US Inspector-General 
report cited ScanEagle tactical UAVs produced by Boeing Insitu as flying just two sorties from 
March-June 2019 because of a "combination of Iraqi training in the United States, a lapse in 
maintenance contracts and problems with signal interference". 

The USA imposes far tighter restrictions and regulations when it comes to selling weapons such as 
UCAVs. This, plus price and politics, often makes China a more appealing source for military 
equipment for countries in the Middle East and Africa, for example. 

US Assistant Secretary of Defense for Indo-Pacific Affairs Randall Schriver said in a recent 
Pentagon briefing: "It's potentially a tool for them to develop closer defence and military ties, 
particularly for future access. China is less disciplined, and so there's a proliferation risk as well to 
regimes that we would regard as not necessarily responsible." 

The author asked the CEO of GA-ASI, the maker of the Reaper and Predator used by the USA, 
whether his company feared competition from China. Linden Blue replied, "I think they're a 
competitor in some countries...In Europe, it's not an issue, but in Asia-Pacific, they are a competitor," 
although this is only on a selective basis. He shared that smaller countries to which the US has not 
been paying a lot of attention and who face budget challenges may go for cheaper Chinese systems 
countries. 

Nevertheless, he assessed that Chinese systems are "a little lower end at the moment. As far as we 
know, they're not really in the turboprop class yet. They've built some but they're not really 
competitive in that class yet and, in this [Asia-Pacific] region if you don't have a little bit of engine 
power to get around the weather in the wet season, you're kind of limiting yourself to not flying that 
much." 

In contrast to problem-plagued Chinese UAVs, which is probably a reflection of the quality of 
militaries using them too, Blue pointed out that the "volume of operational experience is our strength," 
with GA-ASI currently supporting 60-70 air patrols simultaneously in locations around the world 
around the clock. "That's the infrastructure that we have in place that others will be building, but it will 
take them a couple of years, many years in some cases, to build that infrastructure." 

Bad press has not stopped China finding new customers, however. Indonesia, for instance, was 
revealed as a new user of the CH-4B UCAV within the past few months. 

According to Stockholm International Peace Research Institute (SIPRI) data, China sold eight CH-
4, 39 CH-3, 16 Wing Loong 1, five Wing Loong 2, two WJ-600 and 18 ASN-209 UAVs overseas 
from 2008-17. 

UAVs have been a fast-growing area of sales for China, but the country has a wide range of 
products available. SIPRI released figures earlier this year covering arms sales for the five-year period 
from 2014-18. Chinese sales were up just 2.7% compared to the preceding five-year period, but 70% 
of its sales currently go to Asia and Oceania, 20% to Africa and 6.1% to the Middle East. In fact, 
Pakistan is the major recipient of Chinese weapons, accounting for 37% of all sales from 2014-18. 

China sold weapons to 53 separate countries in 2014-18, compared to 41 nations in 2009-13, 
demonstrating that its appeal is widening. Of course, there are large numbers of countries, 
predominantly Western ones but also including non-aligned India and Vietnam, which will never buy 
from China for political reasons. SIPRI commented: "Nonetheless, improvements in Chinese military 
technology have opened up opportunities for arms export growth, including exports to new 
customers." 

In his Washington DC speech, Cooper gave further examples of problematic Chinese-supplied 
equipment. "In Africa, Cameroon procured four Harbin Z-9 attack helicopters in 2015: one crashed 
shortly after being handed over. Kenya invested in Norinco VN4 armoured personnel carriers - 
vehicles that China's own sales representative declined to sit inside during a test firing. But since going 
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ahead with the purchase regardless, sadly dozens of Kenyan personnel have been reportedly killed in 
those vehicles..." 

"Caveat emptor!" Cooper repeated. 
ANI has regularly encountered Chinese manufacturers such as Norinco, AVIC, Poly Technologies 

and the China Shipbuilding industry Corporation (CSIC) at numerous defence exhibitions around 
Asia. Routinely the company representatives at these exhibitions are evasive and occasionally even 
downright dishonest. About 5-10 years ago there were often sales representatives on duty who could 
barely converse in English, but in the past five years or so Chinese companies have begun to up their 
marketing game. 

Nonetheless, Chinese companies continue to carry a stigma for offering poor service to foreign 
militaries, and products that are not always reliable or that do not perform as advertised. Of course, the 
reason that draws many customers to China in the first place - price - cannot be underestimated either. 
Even though clients know that a Chinese helicopter, fighter or tank may not be as reliable as an 
American one, they can be sure it will certainly be much cheaper. 

Furthermore, China will sell anyone anything with no questions asked. This is attractive to 
countries like Thailand, whose relationship with the USA ebbs and flows depending on when the last 
military coup occurred. Indeed, Thailand is turning into a major Chinese client after buying equipment 
such as an S26T submarine (one bought already with two more sought), HQ-12/KS-1 surface-to-air 
missiles, VT4 main battle tanks and VN1 8x8 infantry fighting vehicles. Beijing's apolitical and 
uncritical stance is very much appreciated by customers that have less than rosy human rights records, 
for example. 

Cooper also mentioned the quality of training that China offers to developing nations, tearing 
shreds off Beijing there too. "Foreign trainees may be wooed by the offer of unit-scale training in 
China, but on arrival they are disappointed to find themselves not spread among the elite Chinese 
training academies, but are lumped together with forces from around the world of significantly varying 
quality in China's International Military Education Exchange Center - a facility whose lackadaisical 
approach to military education is well below standard China provides to its own officers." 

In contrast, the American Assistant Secretary of State for Political-Military Affairs argued that 
quality, transparency and accountability were the hallmarks of American support to his country's 
military partners and clients. 

He noted that US defence industry "produces the best defensive equipment on the planet," and that 
arms sales are not shrouded in secrecy such as occurs in China, which opens the door to bribes and 
kickbacks. "Unlike the determinations made in Beijing or Moscow, our major foreign military and 
direct commercial sales are managed via a process whose policies are clear and transparent, and whose 
approvals are public." 

US equipment does not come cheap, however, and political risk is attached. Pakistan found this out 
again to its cost when President Donald Trump banned the sale of Bell AH-1Z attack helicopters to 
Pakistan last year. 

Cooper added, "It is true, if we scratch the surface of the offers laid out by our adversaries we find 
failed systems, flawed training, false bargains. And it is important countries around the world 
understand the risks of choosing to procure systems from China or from Russia. But while it is 
important that we lift the veil on our strategic competitors, it is more important that we make the case 
for why partnering with America is not just the better choice, but indeed the best choice." 

Thus, there is an admission that self-interest is present. The above claims should be tempered by the 
fact that the USA would like to sell its defence products ahead of China and Russia in a competitive 
commercial world. After all, it does not want China to muscle in on the 36% share of global arms sales 
that it enjoyed from 2014-18. 
http://www.defencenews.in/article/Chinese-military-equipment-lack-quality,-say-experts-757805 
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